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Key Findings
A) Cloud Security Posture Assessment (CSPM) – Basic Phase

Misconfigurations & Exposure:

One RDS Instance has been identified as being directly accessible from the internet.

Two EKS API Endpoints have been identified as Internet Accessible.

AWS Lambda Functions have been identified with standard default encryption for environment variables - 
we recommend using CMKs to encrypt these variables to meet compliance requirements.

All assets listed here are publicly exposed assets with critical/high vulnerabilities, and we recommend 
remediation immediately for 88 CVEs total.

There are 11 detected insecure S3 buckets with Internet Exposure.

Critical Vulnerabilities with Internet Exposure:

We recommend remediating all findings associated with these CVEs, as these are all Critical or High CVEs 
with Internet exposure.

Data Insights:

Detect generative AI platforms being used.

None found at this time.

Identify suspicious CloudTrail activity:

Access to an S3 Bucket was found

Identity Insights:

Feature coming:

 Enforcement of Principle of Least Privileg

 Identifying accounts that have not been used in 180 days

 Identifying accounts with permissions that have never been use

 Identifying System Accounts with unused permissions

Compliance Posture CIS Benchmark:

2 Critical CIS Benchmark Findings have been identified - both related to MFA for the root user account. 
Highly recommend remediating both findings immediately.

16 High Findings have been found for various CIS Benchmarks.
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Key Findings
B) Kubernetes Security Posture Assessment (KSPM) – Advanced Phase

K8s Misconfigurations:

Runtime Threats:

Runtime Exploit Funnel:

Prioritize vulnerabilities based on exploitability.

API Catalog:



Compliance and Risk Prioritization
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Frameworks Evaluated:
 CIS Benchmarks (CSPM)

 PCI, HIPAA, or NIST (optional extensions).

Risk Severity Scoring:
 Categorized by critical, high, medium, and low severity.

Attack Path Analysis:
 Map attack paths from misconfigurations and vulnerabilities to potential exploitation.

Next Steps and Recommendations
Immediate Remediation Suggestions:

 Actions to reduce public exposure

 Patching guidance for critical CVEs

 Misconfiguration fixes.

Ongoing Monitoring:
 Recommend continuous runtime and posture monitoring.

AWS MP Integration:
 Guidance on how to transact for $0/$1 via AWS MP.

 Final Output
This document provides a standardized Cloud Security Assessment format that clearly defines scope, deliverables, 
and actionable outcomes. It is designed for easy consumption by channel partners and end-customers, while 
highlighting Upwind’s capabilities and cloud-native strengths.
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